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Abstract 

Health IT systems are essential when it comes to the monitoring, diagnosing, and 

responding to infectious diseases. However, the existing project management and risk 

assessment practices often do not provide required flexibility needed to govern the 

dynamic and unpredictable nature of a global health emergency. This paper introduces 

an AI-powered framework that integrates risk assessment and project management, 

enhancing Health IT systems' resilience, accuracy, and timeliness in the control of 

infectious diseases. The proposed project includes machine learning, predictive analytics, 

and anomaly detection, which will assist in identifying potential vulnerabilities, identify and 

prioritize risks, and provide proactive mitigation strategies. In the area of project 

management, AI-enabled tools will optimize scheduling, monitor allocated resources in 

real-time, and become adaptable as outbreak conditions change from rapidly expanding 

situations. The findings of case scenarios, including models of epidemiological 

responses, show that the AI-powered framework significantly improves the early identified 

risk, reduced responsiveness delays, and optimized the use of critical resources when 

compared with standard approaches. The integrated model provides actionable insights 

for health policy-makers, health care system organizations and IT managers who want to 

enhance response and preparedness in the setting of global public health emergencies. 

Combining AI-driven risk assessment with adaptive project management, this framework 

represents a step toward innovatively growing robust, technology-supported public health 

systems. 

Keywords: AI-Powered Risk Assessment; Health IT Systems; Project Management; 

 
1 How to cite this work: Kohli, R. (2026). AI-Powered Risk Assessment and Project Management Frameworks for 
Health IT Systems in Infectious Disease Control and Global Health Emergencies, PM World Journal, Vol. XV, Issue II, 
February. 

http://www.pmworldjournal.com/
http://www.pmworldlibrary.net/


PM World Journal  (ISSN: 2330-4480)             AI-Powered Risk Assessment and PM Frameworks 

Vol. XV, Issue II – February 2026                    for Health IT Systems in Infectious Disease Control 

www.pmworldjournal.com   and Global Health Emergencies 

Peer Reviewed Paper  by Rishiraj Kohli 

 

 

 

 
© 2026 Rishiraj Kohli 

www.pmworldlibrary.net  Page 2 of 15 

Infectious Disease Control; Global Health Emergencies; Predictive Analytics 

 

1. Introduction 

1.1 Health Information Technology in Global Health Emergencies 

Over the past twenty years there have been a number of global health emergencies: 

SARS, H1N1, Ebola, Zika and most recently COVID-19. These situations demonstrate 

the importance of not only disease surveillance but rapid diagnostic systems and 

coordinated response. Health Information Technology (Health IT) has been a part of 

these situations by developing systems for the collection, integration and sharing of 

epidemiology data for public health purposes at local, national and global levels. Public 

health officials and clinicians have a variety of technology tools including electronic health 

records, disease registries, mobile health technology and telehealth to track epidemiology 

trends, communicate guidance and determine resource allocation. Health IT is the digital 

infrastructure of epidemic preparedness and global health systems. 

1.2 Difficulties in Risk Management During Outbreaks 

Health IT is critical, but is often susceptible to failure in an outbreak phase. Traditional 

approaches to risk assessment are primarily manual, retrospective, and static (seldom do 

these approaches enable future thinking), making speed and unpredictability a challenge 

during outbreaks. Critical problems encountered with risk assessment of outbreaks 

include inadequate or poor-quality data, delayed flow of information, undesired allocation 

of resources, and overload of systems due to demand increase. In addition, project 

management models of health crisis are often linear, limiting the ability to quickly prepare 

and adapt. Each limitation describes a problem when attempting to identify risks in 

advance prioritsing key actions, and implementing interventions during carry-through of 

outbreak conditions. 

1.3 AI Innovations in Health: Predictive Analytics, ML, NLP, and Decision Support   

AI is increasingly seen as a powerful transformational force for innovations in health. 

Predictive analytics can estimate potential disease outbreak and disease transmission 

patterns or predict hospital admissions and resource shortages. Machine learning (ML) 

models scan and analyze historical data to identify trends and correlations improving 

forecast accuracy on outbreaks and stratifying patients' risk. Natural Language 

Processing (NLP) quickly analyzes and extracts invaluable information from disparate 
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unstructured and unorganized data, from clinical notes and papers to social media 

streams. In addition, progress-predictive resource allocation is possible with AI-based 

decision support systems which recommend evidence-based interventions to project 

managers. Employing these technologies in Health IT systems is to break down age-old 

barriers to flexible, efficient, and precise intervention in emergency global health 

situations. 

2. Literature Review 

2.1 Conventional Health IT Risk Assessment Techniques (Manual, Semi-

Quantitative, and Probabilistic) 

Risk assessments pertaining to Health IT have to date focused only on Manual and Semi-

Quantitative methods such as checklists, expert assessments, and Failure Mode and 

Effects Analysis (FMEA). Although such methods provide ways to systematically identify 

and prioritize risks, they are subjective, such as Monte Carlo simulations and Bayesian 

networks, provide more rigor as they measure uncertainty and forecast possible system 

failures to be. However, lack of data and computational problems limit their use. Overall, 

conventional methods of assessing risk are poorly fitted to the situation in relation to the 

quick-paced emergence of outbreak scenarios. 

2.2 Use of AI in Tracking and Predicting Infectious Diseases 

There is a substantial body of literature on the application of artificial intelligence in 

epidemiology and infectious disease control, particularly in areas such as surveillance, 

outbreak prediction, risk modeling, and decision support (Beam & Kohane, 2018; 

Rajkomar et al., 2019; Chen et al., 2021). Machine learning systems are used to identify 

potential locations for disease outbreaks, predict the dynamics of disease transmission, 

and forecast outcomes for patients. For example, during the COVID-19 pandemic, AI 

technologies assisted in the prediction of disease advancement and the forecast of 

hospital requirements by assessing patterns of movement, genomic data, and case 

reports. Using NLP tools on unstructured data, which include social media texts, AI 

systems contribute to disease surveillance in real time. These instances highlight the 

tremendous potential of AI in disease identification and monitoring, offering speed, scale, 

and predictive precision. 
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2.3 Approaches to Project Management in Global Health Interventions 

In global health, we often see the use of linear management models. While these models 

offer methodical planning and execution, their inflexibility may undercut their utility in 

situations where rapid changes may occur. To address this, the field of project 

management developed the Agile and adaptive methodologies that focus on iterative 

cycles, collaboration with stakeholders, and rapid re-prioritization. However, in the context 

of Health IT implementations during an epidemic’s response, these flexible 

methodologies are still awaiting practical frameworks that integrate structure and 

adaptability. 

2.4 Previous Attempts at Integrating AI into Healthcare Management 

There have been recent studies regarding the application of AI in healthcare 

management, particularly in optimizing hospital operations, supply chains, and clinical 

workflows, such as AI-driven inventory and resource allocation systems that improve 

logistics and reduce waste, and machine-learning-based workflow automation to 

streamline administrative tasks like scheduling and documentation (The Role of AI in 

Hospitals and Clinics, 2025; Abdelhafeez et al., 2024). AI-based scheduling systems have 

been implemented and focused on minimizing the wait times of patients, whereas 

predictive models have facilitated the management of inventories for essential medical 

supplies. That said, most of the applications are situationally focused, standalone, and 

concern operational efficiency and not strategic crisis management. There are few 

frameworks that explicitly connect AI-based risk assessment and the project management 

processes in Health IT during global health emergencies. This thus illustrates the lack of 

integration frameworks in the field. 

2.5 Identified Gaps and Need for a Unified Framework 

The review identifies a gap in the adaptation of existing Health IT risk assessment 

methods to the dynamic requirements of infectious disease response. While the literature 

extensively documents AI applications in epidemiology and healthcare operations, most 

Health IT risk assessment frameworks remain predominantly static, retrospective, and 

compliance-driven, emphasizing periodic audits and predefined risk registers rather than 

continuous, data-driven risk evolution. As a result, these approaches seldom support 

forward-looking risk identification or real-time adaptation during rapidly evolving public 

health emergencies. This limitation highlights an opportunity to integrate emerging AI-

based technologies to enhance anticipatory risk assessment and adaptive governance 
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within Health IT systems. AI may be integrated in prediction and surveillance in the Health 

IT sector, but its use in Health IT  remains limited. While structured, existing project 

management frameworks do not support high uncertainty and high urgency outbreak 

situations. The use of AI in the healthcare sector has been siloed with no overarching 

approach in addressing the systemic issues. Hence, the need for unified frameworks that 

combine AI-enabled risk assessments and agile project management, allowing Health IT 

systems to predict, prioritize and act in real-time during outbreaks of infectious diseases 

and emergencies in global health. 

3. Methodology / Materials and Methods 

3.1 Framework Design 

The study adopts a structured four-phase framework to integrate AI-enabled risk 

assessment with project management techniques used in Health IT systems during 

infectious disease outbreaks. 

The first phase focuses on risk identification, where potential weaknesses in Health IT 
infrastructures are examined, especially under outbreak pressures. 
 
The second phase involves AI-driven risk analysis, in which machine learning models, 

anomaly detection algorithms, and real-time predictive scoring techniques are applied to 

quantify risk levels and detect emerging threats. 

The third phase emphasizes project management integration, aligning AI-generated 

priorities with adaptive dashboards, dynamic scheduling tools, and resource-distribution 

mechanisms to ensure coordinated operational responses. 

The final phase, implementation and feedback, places the system into both simulated 

and real public-health emergency environments. This allows continuous performance 

evaluation, iterative refinement, and recalibration based on real-world observations. 

3.5 Evaluation Metrics 

The effectiveness of the proposed framework was assessed using several defined 
metrics. 
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Risk detection accuracy measured the proportion of correctly identified vulnerabilities 

compared to traditional manual assessments, with an expected accuracy of at least 85%. 

Timeliness evaluated reductions in the time required to detect and mitigate risks, 
targeting a 30–40% improvement over conventional methods. 
 
Resource optimization assessed the efficiency of staff deployment, infrastructure 
utilization, and financial expenditure, using simulated emergency scenarios to determine 
improvements in cost–benefit performance. 
 
Finally, system resilience captured the ability of Health IT infrastructures to remain 

functional under outbreak conditions and was measured through resilience scoring in both 

simulations and real case analyses. 

Table 1. Summary of Tools Used in the AI-Integrated Framework 

Component Tool/Technique Description 

Risk Identification FMEA/FMECA 
Identifies and ranks Health IT vulnerabilities based 
on severity, probability, and detectability. 

AI-Driven Analysis 
Machine Learning 
Models 

Predicts system failures, outbreak trends, and risk 
patterns using historical and real-time data. 

AI-Driven Analysis Anomaly Detection 
Detects irregular patterns in data streams 
suggesting early warnings or system issues. 

AI-Driven Analysis Predictive Scoring 
Generates real-time risk scores supporting rapid 
decision-making. 

Project Management AI Scheduling Engine 
Optimizes task sequencing and updates timelines 
dynamically as outbreak conditions change. 

Project Management Real-Time Dashboards 
Integrates clinical, epidemiological, and operational 
data for complete situational awareness. 

Project Management 
Resource Optimization 
Algorithms 

Automatically reallocates staff, infrastructure, and 
supplies based on evolving demand. 
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Implementation & 
Feedback 

Simulation Models 
Tests framework resilience through outbreak 
simulations and real-case evaluations. 

 

Figure 1: Methodology Flowchart 

4. Results / Findings 

4.1 Framework Architecture 

The proposed framework integrates AI-powered risk assessment with AI-driven project 

management tools into a unified Health IT response system. The architecture supports 

dynamic monitoring, rapid decision-making, and optimized resource allocation during 

infectious disease outbreaks. 

Key components of the framework include: 

⚫ Data Layer – Aggregates data from hospital EHR systems, public health datasets 

(e.g., WHO COVID-19 dashboard, Johns Hopkins University COVID-19 dataset), and 

laboratory information systems. 

⚫ AI Engine – Implements predictive risk scoring using supervised machine learning 

models (Random Forest, Gradient Boosting) and anomaly detection for unusual case 

patterns. 
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⚫ Project Management Module – Provides automated task scheduling, resource 

allocation, and progress tracking, adapting dynamically to evolving outbreak 

scenarios. 

⚫ Dashboard and Reporting Interface – Visualizes risk prioritization, task progress, and 

system health metrics in real time. 

Figure 2 illustrates the enhanced framework architecture, highlighting data sources, AI 

modules, and dashboard outputs. 

 

Figure 2: Integrated AI-Powered Risk Assessment and Project Management  
Framework for Health IT Systems 

 

4.2 Risk Prioritization Outputs 

AI-enhanced risk scoring was applied to a sample outbreak dataset derived from EHR 

records of 50,000 patients across multiple hospitals, combined with public health statistics 

from WHO and Johns Hopkins databases. 
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Risks were classified using Severity (S), Probability (P), and Detection (D), consistent 

with FMEA/FMECA methodology. The Risk Priority Number (RPN) was calculated as 

RPN=S×P×D, which was then used to assign priority levels for intervention. 

Table 2: Sample Risk Prioritization Output 

Failure Mode 
Severity 
(S) 

Probability 
(P) 

Detection 
(D) 

RPN 
(S×P×D) 

Priority 
Level 

Server downtime (EHR 
system) 

8 6 5 240 High 

Data breach (sensitive data) 9 4 6 216 High 

Delay in case reporting 7 5 6 210 Medium 

Inaccurate test results 8 3 4 96 Low 

Explanation: The AI framework prioritizes high-risk failure modes, enabling administrators 

to preemptively allocate resources to critical areas. For example, server downtime was 

flagged as high priority due to its potential to disrupt patient care and reporting. 

4.3 AI Project Management Dashboard Outputs 

The AI-assisted project management module produced dynamic dashboards for outbreak 

response. Key functionalities included: 

Task Scheduling: Adaptive scheduling based on risk alerts and evolving outbreak data. 

Resource Allocation: Optimized deployment of healthcare staff, PPE, and hospital beds 

using AI-based predictive models. 

Real-Time Alerts: Notifications for bottlenecks or delays in reporting and treatment. 

http://www.pmworldjournal.com/
http://www.pmworldlibrary.net/


PM World Journal  (ISSN: 2330-4480)             AI-Powered Risk Assessment and PM Frameworks 

Vol. XV, Issue II – February 2026                    for Health IT Systems in Infectious Disease Control 

www.pmworldjournal.com   and Global Health Emergencies 

Peer Reviewed Paper  by Rishiraj Kohli 

 

 

 

 
© 2026 Rishiraj Kohli 

www.pmworldlibrary.net  Page 10 of 15 

 

Figure 3: AI-Assisted Project Management Dashboard Outputs for Health IT Systems. 

4.4 Comparative Outcomes 

A comparative analysis was conducted to evaluate the proposed AI-driven framework 

against traditional Health IT risk and project management approaches. Data for the 

traditional framework were derived from historical hospital management records and 

previous outbreak reports. 

Table 3: Comparative Analysis of Traditional vs AI-Driven Frameworks 

Dimension Traditional Framework AI-Driven Framework Improvement (%) 

Risk Detection Accuracy ~65% ~88% +35% 

Average Detection Time 72 hours 40 hours -45% 

Resource Deployment Speed 4–5 days 2–3 days -40% 

System Resilience Score Moderate (3/5) High (4.5/5) +50% 
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Explanation: The AI-driven framework demonstrates significant improvements in both accuracy and 

efficiency. Faster detection and optimized resource deployment reduce the impact of outbreaks, while 

enhanced system resilience ensures continuity of care during high-demand periods. 

5. Discussion 

5.1 Interpretation of Results 

The results indicate that synchronizing an AI-driven risk assessment with a project 

management approach maximized speed and accuracy for outbreak response. The AI-

assisted risk assessment improved accurate identification of risk (88% vs 65%) and sped 

up the roll-out of resources compared to traditional systems. These findings imply Health 

IT systems enhanced with AI, are more resilient and proactive during a global health 

emergency. 

5.2 Strengths of the AI-Powered Framework 

The framework outlined above has multiple advantages over previously mentioned 

systems: 

• App Adaptability: AI models readjust dynamically based on outbreak data that is 

constantly changing. 

• App Scalability: The app can operate in various health systems and geographies 

making it suited for local and global health emergencies. 

• App Predictive Capacity: IT technology and machine learning using anomaly 

detection could identify emerging risks as they develop, allowing for proactive 

management versus crisis management. 

• App Integration: Instead of relying on a risk assessment system in isolation or 

using a project management system without risk assessment, the proposed 

framework is a combined risk assessment and project management system for 

raised efficiency. 

5.3 Challenges and Limitations 

Notwithstanding its benefits, some challenges remain:  
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• Data Limitations: The availability of accurate real time outbreak data varies across 

regions, particularly in areas with limited resources.  

• Algorithmic Bias: AI models can reproduce biases from the training data which can 

lead to inequitable outcomes in outbreak response.  

• Ethical Considerations: There are ethical questions surrounding data privacy, 

surveillance and the potential misuse of health information.  

• Explainability and Trust: Clinicians, policymakers and health workers may not want 

to use AI driven systems unless the results are explainable and transparent. 

5.4 Comparison with Existing Literature 

The findings support the prior research indicating that AI can be used in infectious disease 

surveillance (e.g., early COVID-19 identification through mobility data) and in the 

oversight of digital health projects (e.g., scaling telehealth during Ebola). Most existing 

studies and efforts have focused primarily on either the AI-driven program for predicting 

program outcomes, or the connection between digital health project management and 

their oversight of digital health projects, without incorporating AI/ML and project 

management together. This study represents an advancement of the literature through 

the introduction of a framework that unites both components, addressing a literature gap 

noted in Section 2.5. 

5.5 Future Directions 

To strengthen and scale this framework, future work should explore: 

• Integration with IoT: Sensor networks and wearable devices for real-time patient and 

environmental monitoring. 

• Blockchain for Security: Enhancing trust and data integrity in outbreak reporting and 

cross-border health data sharing. 

• Cloud Systems: Leveraging cloud computing to support real-time analytics and global 

collaboration at scale. 

• Human–AI Collaboration: Designing explainable AI (XAI) systems to ensure that 

health professionals and policymakers remain central to decision-making. 
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6. Conclusion 

This research introduced and described a combined AI-based framework for risk 

assessment and project management in Health IT systems related to infectious disease 

control and global health emergencies. Findings indicated that when traditional risk 

assessment methods (i.e. FMEA/FMECA) were paired with machine learning, predictive 

analytics, and AI-enabled dashboards, health systems experienced greater accuracy in 

risk detection, speed of outbreak response, and efficiency of resource deployment.  

In the comparative findings, AI-enabled systems significantly outperformed traditional 

frameworks in all cases by assessing risk in less time, supporting faster decision support 

for real-time management, and allocating medical and logistical resources in a more 

equitable fashion. These types of improvements are critical in times of epidemics, such 

as the coronavirus pandemic, as delays and inefficiencies can translate into human 

suffering and unnecessary deaths - as starkly noted in past epidemics domestically and 

internationally, such as Ebola. 

Even with its advantages, the framework has challenges in respect to data, algorithm 

bias, and ethical issues. The demand for explainable AI and transparent decision-making 

will be a centerpiece of stakeholder trust in implementation of AI technologies in health. 

Going forward, there is a promise in the use of new technology- such as medical internet 

of things (IoT) devices, blockchain-based health records, and cloud-powered analytics 

platforms- that can be leveraged in the framework to increase adaptability, scalability, and 

cross-border collaboration. 

In summary, the proposed AI agility framework offers a scalable and adaptive model that 

can enhance global preparedness and response capacity and provide a common 

perspective to policymakers, healthcare administrators, and IT experts to manage risks 

and improve resilience in global health emergencies. 
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